Sustainability at Kliih: structured and transparent!

Information security

Corporate responsibility, value-oriented action and consistently
high quality of our services are a top priority to us! That's why
Klih Multiservices relies on the highest quality standards along
the entire. The company sets high standards along the value chain
that go beyond legal requirements - particularly in the areas of
social, ecological and economic sustainability.

In the series "Sustainability at Klih: structured and transparent!”
we provide information on our current position on our sustaina-
bility path.

Though the link may not be instantly apparent: Information secu-
rity and sustainability in companies are closely related, as both
pursue long-term goals and minimize risks.

A secure IT infrastructure not only protects sensitive data from
cyber attacks, but also helps to reduce resource consumption.
Efficient IT systems avoid energy consumption and good infor-
mation security management prevents data loss and thus also
promotes sustainable corporate management.
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Information security

Information security: the legal framework

In Germany, national and European laws and regulations apply that
are intended to make a significant contribution to information secu-
rity in the business sector. In addition to data protection regulations
(see flyer "Data protection in companies”), the EU directive on net-
work and information security is particularly relevant with regard to
information security. It provides the Federal Office for Information
Security with far-reaching powers, but also imposes requirements
on information security standards for particularly sensitive sec-
tors (for example, the Digital Operational Resiliance Act - DORA for
short - in the financial sector].

In addition to that, there is also the IT Security Act in Germany,
which obliges operators of critical infrastructure to report security
incidents and additional security measures.

Certifications

In addition to legal requirements, there are also certification op-
tions for companies that go above the legal minimum to improve
information security.

In the automotive industry, for example, the TISAX (Trusted Informa-
tion Security Assessment Exchange] is an established certification
to protect confidential data such as prototypes or development data.

The ISO 27001 is a certification that can be applied across all in-
dustries.

Information security according to ISO 27001

ISO 27001 certification is the leading international standard for im-
plementing an information security management system (ISMS].
The risk analysis inherent in the standard sorts data according to
relevance and security requirements and derives objectives and
measures based on this. To this end, processes and controls are
introduced in the company to protect information throughout the
entire company: from access control to the building to supplier
communication and acquisition.

Implementation at Kliih

In May 2024, constructions started for our alarm receiving and
emergency service control center (German short form: AES/ NSLJ
at our Meerbusch site. This serves as a central reception point for
emergency calls in order to initiate appropriate assistance measures.

Status: 0412025

Klih will have this center certified in accordance with ISO 27001
in order to protect all data from threats such as cyber attacks and
data loss. This is particularly relevant due to the increased need for
security for customers in the critical infrastructure and the simul-
taneous increase in digitalization in security services.

This also makes Klih a pioneer in the security industry when it
comes to information security. In the future, other parts of Klih's
IT will also be certified in accordance with ISO 27001.

Advantages of ISO 27001 certification

= Effective protection of information, data and
business processes

= Effective implementation of a risk management process
and legal requirements

= Promotion of safety awareness among employees

= Cost reduction through the avoidance of security incidents

Through certification, Klih ensures that the highest information
security precautions are taken and thus establishes a trusting basis
for cooperation with our customers.

The resilience of information security systems, the protection of
sensitive data and effective risk management contribute to sus-
tainable business models.

Do you have any questions or would you like more information?
The following contact persons will be happy to help you:

Information security | 1ISO 27001
Stefan von der Lahr, s.vonderlahr@klueh.de
Rainer Schultes, r.schultes@klueh.de

AES | NSL
Sven Horstmann, s.horstmann@klueh.de
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